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What are container
applications?
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Nokia Container Framework

« “Acontaineris a standard unit of software that
packages up code and all its dependencies, so the
application runs quickly and reliably from one
computing environment to another.”™

» Nokia Container Framework run isolated
applications and its dependencies virtualizing the
access to Home OS, Linux Kernel and Hardware
and controlling the resource consumption.
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The next level of Application Enablement
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Fmbedded
Framework

Leveraging the embedded
software stack and open-
source baseline to interface
between local and remote
controllers
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Developer
Toolkit

A suite of tools and
documentation for 374 party
software developers to build,
test, and release applications
for Nokia’s broadband devices
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Applications

Each application is a product
with a unique value
proposition for the operator
and/or the end-user. These
can be developed by Nokia,
3rd party, or operator
themselves.

Application
Marketplace

An interface for operators to
“try-and-buy” different
applications on target
devices
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Go-to-market strategy

Off-the-shelf versus customer solutions

Full end-to-end services between Custom solution based on
Beacons and Corteca, including operator needs. May include 3
device and WiFi management. party ACS and APIs
Supports 3" party devices via
usp
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Managing .
Corteca C




Application Marketplace

Summary

« Easy access to new applications through our
Nokia WiFi Cloud Controller.

« Full software life cycle management, no ACS
needed. All the tools integrated in one place.
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* License management through our Nokia
tools and processes for payment
applications.

* Free applications, Nokia-made and
Opensource.

-

* Some points are still in development or roadmap
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Installing applications for a single Home Network

New Application section in Home Dashboard

i NOKIA ) Home

v Applications
All application approved by . —
product owner/network 5 o

admin appear in the - ﬂ
applications page of the & st
home dashboard . vsoe

j & Settings MLAB nano NETOVA
o0
86

MLab Speed Test Broadpeak Nano CON Duma 0S

@® Customer info
Jane Smith

Emai -
jane.smith@email.com i
N —

Timezons p ..

07:56 AM (GMT+2)
Associated MAC
8C:DE:24:6F:4F:C1

€3 End support session

L

(Easy visibility and quick

deployment for a single home
network

l\slalled applications

=============

88
88

F-Secure Sense
(D Cobersecurty Versions v

Requires a compatible router / home gateway with F-Secure SENSE connecte d home security inside.

F-Secure SENSE connected home security on your home protects all ted devices in
your connected home, from desktop computers and phones ta smart TVs, game consoles and baby monitors against
cyberattacks. The easy-to-use SENSE app lets you manage the security of your connected home ...

@ Developer Website
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Application Marketplace

New Dashboard in Corteca Console

NO<IA
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h Home o Troubleshooting

9 Admin ,D Analytics
7 WiFi Optimization r{j FCC Broadband Compliance
. \
NeW DaShboa rd |n . DD Application Marketplace
> GD Manage the lif2 cycle of your applications in your netwark
Corteca Console )
Network Monitoring HDM Management Console HDM Campaign Manager
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Application Marketplace

Intent-based network management

< Deployment / Nokia Huella/ Beacon 6 + bundle

i NO<CIA | Application Marketplace
{ management

e §
Includes full lifecycle ]

New sections | ! oo : I
inroadmap | | | —

Beacon 6 + TV bundle enabled (D)

Payment apphications

S Deployment

Target devices
Hardware model Belonging

Beacon 6 bt

&
Firmware version
) . . ] Any - Drop a CSV file here or click to upload
» L
Configure deployment poI|C|e5J > v
Application details
. Name version DU status EU status
30221 v Installed ~ Active ~

Active from
Year Menth Day Time:

2022 - December ~ Saturday v 23:30 -
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Application Marketplace
Applications ready to be deployed

3 NOKLIA  application Marketplace

S —

[ New sections 1 ! N |
. ! )
in roadmap J | ppmertappications |

e ———

‘S Deployment

Deployment
Free applications

Payment applications.

-

Nokia Inspector
Short description of the app

sssssssssss

e~ Nokia Huella

F-Secure Sense See details >

Short description
@ cybersseuriy

of the app

AN

Available applications: Free and
Payment
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F-Secure Sense

Cybersecurity & Parental Controls

F-Secure Sense provides a complete cybersecurity solution aimed at internet security and privacy, connected
home security, and content aware parental controls. The solution provides an opportunity for CSPs to take a
trusted provider position and drive increased value for their broadband service.

License
Developer

Product
Reference

Customer
Reference

Integration
Strategy

Device Support

Status

r mmercial licen
Separate commercial license SMART HOME SECURITY

Protect all connected home devices

F-Secure againstonline threats and hacking
Connected Home Security for service providers )
| F-Secure J
Kinetic by Windstream PRIVACY PROTECTION

Stops trackers and ensure your

customers’ privacy online

Marketplace
CSP Hosted for Windstream only MALWARE PROTECTION

Keeps devices safe from viruses,
trojans, spyware and ransomware

Beacon 6 (BBDR2302) with award-winninginternet security
Beacon G6 (BBDR2303)

Preview in Marketplace (BBDR2303)
Production as CSP Hosted for Windstream
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HYPER SPEED
Leading technology to minimize
security impact on your broadband
speeds

SMART DEVICE BREACH MONITORING
Secures your customers' passwords and offers 24/7
monitoring with alerts if their ID has been stolen
when using smarthome device and other cloud
services

FAMILY RULES
Lets parents set healthy boundariesfor their
childrenat homeand on the go

PROTECTION ON THE GO
Protects phones, tablets, PCs and
Macs everywhere and anywhere,
even on public Wi-Fi

DEVICE RECOGNITION

Lets userssee and manage all devices
connected to their home networks with user
friendly

NO<KIA


https://www.f-secure.com/en/partners/operators/solutions/connected-home-security
https://www.f-secure.com/en/partners/operators/solutions/connected-home-security
https://www.nokia.com/about-us/news/releases/2022/10/31/nokia-and-kinetic-use-application-containers-for-adding-cybersecurity-and-parental-control-to-broadband-devices/

Broadpeak nanoCDN

Multicast IPTV

Broadpeak mABR delivers highly scalable video content to customers anytime, anywhere, on any device. Targeted at
CSPs who want to differentiate themselves within the OTT space. Benefits include better video experience, lower core
network cost, and congestion management.

License

Developer

Product
Reference

Customer
Reference

Integration
Strategy

Device Support

Status

Separate commercial license

Broadpeak

nanoCDN mABR multicast IPTV |

Broadpeak -!Iﬂm -ﬂﬂm UNICAST

Non-public customers betpon {?‘} > » Viililoast
) i --j—ﬁu --a— network

— SR Unicast to

CSP Hosted transcaster

* XS-2426G-B (BBDR2302)

* G-1425G-A, G-1425G-B, G-2425G-B nanoCDN™

(BBDR2303)
Production
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Nokia Fingerprint

Diagnostics

ho < I‘ \ Delivers a high-speed device recognition engine to improve the accuracy of connected device identification.

Enables CSPs to provide better customer service and improves WiFi optimization to assist in traffic prioritization,
identify unauthorized devices, and troubleshoot WiFi issues.

License
Developer

Product
Reference

Customer
Reference

Integration
Strategy

Device Support

Status
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Included in Corteca L1 License N Hostname -

*~._ mDNS MAC Address

S DHCP A
Nokia N UPnP .-~

Not available yet

Not available yet

Nokia Marketplace Corteca + Fing ™

Beacon 6 and Beacon 10
(both in BBDR2303)

Preview (2303) Type & Model 0S & Manufacturer Random MAC security




ND7 Client

I I Speed test
SR L A B M-Lab's Speed Test provides advanced diagnostics of the performance of your broadband connection through

quick measurements. Enables broadband subscribers and support agents to diagnose WAN connectivity problems
and reaffirms broadband speed tiers.

License Open Source (FOSS)
Developer Measurement Labs Test Your Speed Results
Product TBD r\j"?-Lab's ‘ peed Test provides advanced Los Angeles, US
Reference diagnostics of performance of your
M LA B broadband connection through quick OWIOSE BLEBIES
Customer CS&S Sponsorship | Measurement measurements. Jploa 132.94 Mbis
Reference Labs i
it = { Latency 6ms
Integration . s P
& Nokia Marketplace .l | Refransmission  0.00%
Strategy

Beacon 6 and Beacon 10 (target to
Device Support BBDR2304)
Beacon G6 (TBD)

Status Preview (2304)
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https://nokianam-my.sharepoint.com/personal/david_zhang_nokia_com/_layouts/15/onedrive.aspx?id=%2Fpersonal%2Fdavid%5Fzhang%5Fnokia%5Fcom%2FDocuments%2FBBD%20NWF%2FContainers%2FVendors%2FMeasurement%20Labs%2FM%2DLab%20Sponsorship%5F%20Supporting%20Open%20Internet%20Measurement%20%2Epdf&parent=%2Fpersonal%2Fdavid%5Fzhang%5Fnokia%5Fcom%2FDocuments%2FBBD%20NWF%2FContainers%2FVendors%2FMeasurement%20Labs&ga=1
https://nokianam-my.sharepoint.com/personal/david_zhang_nokia_com/_layouts/15/onedrive.aspx?id=%2Fpersonal%2Fdavid%5Fzhang%5Fnokia%5Fcom%2FDocuments%2FBBD%20NWF%2FContainers%2FVendors%2FMeasurement%20Labs%2FM%2DLab%20Sponsorship%5F%20Supporting%20Open%20Internet%20Measurement%20%2Epdf&parent=%2Fpersonal%2Fdavid%5Fzhang%5Fnokia%5Fcom%2FDocuments%2FBBD%20NWF%2FContainers%2FVendors%2FMeasurement%20Labs&ga=1

Netduma OS

NETDUMA

NetDuma provides monitoring and network optimization to improve your gaming experience and provide users with more
control of the home gaming profile. CSPs can offer a gaming service or include premium gaming optimization in multi-
gigabit broadband service packages.

Separate commercial license

NetDuma e

NetDuma gaming

Non-public customers

Marketplace
CSP Hosted for Windstream

Beacon 6 and Beacon 10 (target to BBDR2303)
Beacon G6 (TBD)

Preview in Marketplace (BBDR2304)

, Production as CSP Hosted for Windstream (TBD)
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https://netduma.com/dumaos/gaming/




Smile! Hackers Can Remotely Access Your Samsung SmartCam
Security Cameras

Homeowner's Blood 'Ran Cold' as Smart Cameras, Thermostat t
Hacked, He Says

|
Security

World's largest CCTV maker leaves at Out
least 9 million cameras open to public
viewing
Xiongmai's cloud portal opens sneaky backdoor into

servers

0 Nt m 3N #BD SwREv

P

By S Moo

Not so private eye: Got an Axis Rooms
network cam? You'll need to patch it, - .
unless you like hackers

—y Accordng 1o magi people, VDOO people

~ . A A DOAN @ 218 S ey

BrickerBot Author Retires Claiming to Have Bricked over 10 ik

=

Million IoT Devices

Netgear exploit found in 31 models &

By C
" lets hackers turn your router info @ 3
botnet Forget Mirai — Brickerbot malware will
- kill your crap loT devices

I e
30 New Mirai Worm Knocks 900K Germans Offline

an ISP Deutache Telekom (DT) were knocked

Rogue code aims to create permanent DoS

pFtancisco & Apr 2017 at 0032 4700 SHARE Y

vok x Internet ted by & pew vanant of a computer

via a newly discovernd

aheaze wrt

ows 1SF

y a8 Mirak. The &

rade the firmware om t

ture that »
malware turns that Seature off ooce it infests & device, complicating DT

cleanup anvd restorstion efforts

.

How to Hack Smart Bluetooth Locks and loT Devices — Check this =

Ransomware Hijacks Hotel Smart Keys to Lock Guests Out of their qg0><

Smart Locks: Dumb Security

Security
Knock, knock. Who's there? Another
Amazon Key door-lock hack

Little box of tricks can let crooks sneak in after a

Ransomware
Locks Down
Hotel Rooms

delivery
By Semon Sharwood § Feb 2018 at 02 59 S SHARE Y
r TT——
jos=e]
Hackers once stole a casino's high-roller database through a
thermometer in the lobby fish tank ™

= @
loT and Biometry: From Identity Theft to Heart Attack
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AWARD-WINNING CONNECTED HOME SECURITY

¥

TOGETHER WE ARE
BEST IN CLASS

F-Secure, Windstream, and Actiontec win
BMMA's Best in Class award for their
Managed Wi-Fi and Security Partnership,

A\

l-hcun? widstream V Aetiorted

= F-Secure?

“Best in Class Marketing Award Winner”
Award at BMMA
Mar 2020

¥

W IoBworld 4

SR * AWARDS

Actiorted

Best Consumer loT Deployment
Windstreom, Actiontec and F-Secure

“Best Consumer loT Deployment™
Award at loT World
Aug 2020

B e Soodbond
* AWARDS "o,

2020 WINNER

w! Best Operator Service
For Consumer Or Business

“Best Operator Service for Consumers”
Award at Broadband World Forum
Oct 2020



",BER”CRJME

Have experienced some
form of cyber crime
during the past 12
months, in 2021

(up from 29% in 2020)

21
Source: F-Secure consumer survey, 2018, 2020 & 2021

SMART HOME

JSECURITY, & PRIVACY

CONCERNS
INCREASING

" am
= owing aber of

\. Illll N \
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d'devices due
& privac

LAC TRUST

Feel
manufacturer
doing enough to ensu
their online security an
privacy



. TRIST THEIR =
SERVIGE PROVIDER
TO PROVIDE -
UP FROM 60

Source: F-Sect&i;)nnected Home consumer survey, Ap

~ F-Secure Cons Euryey, March 2021 & June 202



SENSE offering
F-SECURE SENSE FEATURE PACKAGING

a

F-Secure SENSE features when integrating into 37 party apps

CORE PROTECTION FULL PROTECTION OPTIONS

SEMNSE App (Andreid, iOS]

Operator App Integration

Single-5ign-Cn Integration

DEVICE RECOGNITION ACS-based Activation Flow

NO<IA
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Nokia WiFi app + F-Secure

Integration adds content aware filtering and browsing/smart home protection and event
notifications

il Nakia & 3:00 AM 100 -

o0

9:42 ol T -

< Family profiles
Set Content Filtering

Family Profiles Susan =000

Use Content Filtering [ @

Stop children from seeing unsuitable web
content. Works on all browsers on all devices of
the profile,

‘ ' Jessica

)= , Connected
-

BLOCKED CATEGORIES

@ sdutcontent

Websites that are aimed at an adult audience
(over 18) and contain images, videos, or

information on sexual content such as nudity and
sexual behavior.

O o

@ conolandtobaceo
© visuing

@ camoing

€ egal

Assigned devices

Welcome to Family Profiles [

By assigning devices to family
members, you can
your dev

about family profiles.

sily manage 7 Content filtering 5
age. Learn more 9

Mone

Create New b

_ O 1iegal downioads
x = Schedlules Violence

o b = @& & & e >

Dwicos  Metwork  Profiles  Settings m Hote
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