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Nokia WiFi mobile app

Great end-user experience from un-boxing to installation

Features

Overview

» The Nokia WiFi mobile app is the primary
interface for the end user to install and f Home network - 2.4/ § GHz
manage their Wi-Fi. Home WiFi

Share &

Easy guided installation

Remote management®

Gateway onboarding

Network and device visualization
 Nokia has APIs for 3 party app

. . Network configuration
development on a business case basis

Guest network

Parental controls

Customizable support menu

W Top consumer ratings

Netioak hiealth chieck Two-factor authentication (optional)*
e @ Network health check (optional)*
-Z\ 4.5 of 5.0 ’ 4.6 0f 5.0 ’ CSP Co-Branding (optional)
’ stars St o T = ©® & White labeled app (optional - extra cost)*
(As of February 10, 2023)

* Nokia WiFi Cloud Controller (NWCC) is required.
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Nokia WiFi Mobile app
Supported products

All Nokia WiFi Beacons & Nokia WiFi Gateway 3 - FastMile 4G Gateway 1
ONTs - 4G0O7-12W-A, 4G08-12W-A
G-140W-C, G-140W-H - FastMile 5G Gateways
G-240W-G, G-240W-J - Guided onboarding is supported for Gateways 3,

3.17and 3.2

Family Profiles (parental control) is supported for 5G
Gateways with architecture R2.0. (Gateway 5G10-

G-0425G-A, G-0425G-B
G-1425G-A, G-1425G-B

G-2425G-A, G-2425G-B 24W-A and FastMile 4G Gateway 1 do not support
G-2426G-A, G-2426G-B profiles.)

XS-2426G-A, XS2426G-B

G-2426G-A

HA-140W-B
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Nokia WiFi Mobile app

Supported languages

4

Arabic

Chinese (simplified and traditional)
Danish

Dutch

English

Finnish

French

German

Japanese

Polish

Portuguese

© 2023 Nokia Nokia Internal

Russian
Spanish
Swedish
Thai
Turkish

Ukrainian
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Mobile app & NWCC
NWCC is a cloud server that CSPs can opt into using

The mobile app with NWCC will have these additional Features with or without NWCC:
features:

Onboarding of root device and extenders
Remote access

WiFi configuration
Speed test Device list

Topology (network map)

Guest network

Family profiles (parental controls)

RGW configuration

Device/Wi-Fi point friendly naming
Access to Home Console for care agents

Nokia account creation
(email and password used for remote access)

Device details for extender Beacons will include
SW version, HW version, uptime

Network Health Check
Device connection notifications
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Feature mapping
With or without NWCC

6

Onboarding RGW

Onboarding Beacon

Onboarding Extenders

WiFi Config

Device List

Topology

Guest Network

Speed Test

Parental Control (Basic)

RGW Config

Network Health Check

© 2023 Nokia
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Only Wi-Fi devices are displayed

(not Ethernet)
No friendly name

No friendly name

L L L L

< <

L L L <L

<

L L QL <L

(Custom dev.

(Custom dev.

(Custom dev.

(Custom dev.

(Custom dev.

(Custom dev.

required for 3rd party CPEs)

required for 3rd party CPEs)
required for 3rd party CPEs)

required for 3rd party CPEs)

required for 3rd party CPEs)
required for 3rd party CPEs)
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Nokia WiFi app - branding and development options

Nokia branded

The Nokia WiFi mobile can be foundin
the Apple App Store and Google Play
store.

Only works with Nokia Broadband
Devices.

Also available in NWCC-less
deployments (it requires User Agent
integration into the Nokia Broadband
Device)

Co-branded

The same as Nokia branded with the
additional points:

* Requires OPID / OUID to identify the
NWCC platform

* Needs to be added to a quarterly
release via Jira improvement ticket
created by the mobile app PLM.

Free of Charge (MoQ of 7,000 units)

Brand

“““““

White label

The same information architecture
as the Nokia WiFi app.

Custom splash screen, colors, fonts,
etc. aligning with CSP brand
guidelines.

CSP hosted app store listings.
OUID/OPID is not required.

3rd party CPEs or custom features
(cost adder)

Requires NWCC and professional services,

v

CSP developed

Nokia WiFi APIs to be shared with the
CSP for their own app development or
integration into their existing app,
allowing for full control over the look
and feel and information architecture.

The CSP is managing the publishing in
the app stores under their brand

If new API calls are requested by the
CSP, it requires BL approval

Works with 37 party CPEs

Requires NWCC and professional services.
CSP bears the cost for development

NO<IA

prices apply (see details in pricing slide)

Detailed information on branding and development options
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Setup / onboarding
Beacons

Easy guided setup for the end user to self-install
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Setup / onboarding

Nokia WiFi Beacons with NWCC

Decline

No OR code? Enter manually

Let's get started

Connect ta your network

1071 862 the network

9  ©2023Nokia |

v - an - e v - a1 - - - »n - o - a4 v -
@ < < @ @ ® < <
Verify account Account created] Your network has 1 device
Jane.dosemaiL.com T—— o an oue notue
. - . Home WiFi
o . apsvaezz ) womzsa Py
T © Q - o
® ! ~ A
Preparing your 5 4 01
Y [ =] ~
-
QWiE R IL Sle Network health check
ASDFGHUJKL wch ot e
(]
« ZXCVEBNME =3
LRI 12 space rotun o oo &
= Resend verification email e bt
TN | | - '

-

Connect the ethernet cable

L5

Connect to power

v - o -
< @ <
Press the power button Find the SSID and the Wi-Fi key
e LED - on the sticker
—
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Setup / onboarding

Nokia WiFi Beacons without NWCC (no account creation)

- = - e - L - -
< @ < @ < @ <
Connect to power Restart your madem Press the power button Find the SSID and the Wi-Fi key
» 1 - . . on the sticker
y |
_— —

Connect ta your network

ahd e l wan nl 0
o Not
? @ ote
Your Beacon 3 is ready

Mobile app features with or without NWCC
are detailed here.
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Setup / onboarding

Quick setup - when the root device is already connected

Your network has 1 device

APSN-4522

Add Beacons

- e i - wan - - e - war - -
< ] < ® @ < < @ &} 0]
NOKIA . §
Befare we begin Scan the QR code Your Beacon 3 is ready Create account Verify account Account created!
ottan Jame doe®smail.com
i os] x @ l
Preparing your
Besan [ ~
-
QWERTYUIOP
A'SDFGHJEKL
# ZXCVEBNM®E
Decline No O cecle? Enter mansally Dok - spoce S
GEETEEN | | - '
w - v - v

NOKIA-1234
TeQUyaRSE

Note

The router/Gateway might already be setup by the end user or an installer without using

the mobile app. In this use cases the end user may later wish to use the mobile app
to manage their network.

The app will detect that the router/Gateway is setup and skip the ‘set up’ steps

and go directly to account creation and customization options.
(Account creation will only be present with NWCC)
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Setup / onboarding
FastMile Gateways

Easy guided setup for the end user to self-install




Setup / onboarding

FastMile Gateways - 5G Gateway 2.0 (with FMC)

WiFi

-

Connect to your network

wa -

@
First, some advice

Place the device in the open

Keep the device away from the
corners of rooms

o)

Avoid microwaves and radios

Place the gateway close to a

‘window

Insert SIM card

Decline. No QR code? Enter manually I don't Bee the network Connect with Ememat
< < @ < < < < ® ¢ < @ < @
Find the SSID and the Wi-Fi key Cell tower locations ‘Your connection is great!

‘on the sticker

Gateway Found

Subscription ID

LC184900016

Activation
suecessful

Check the Gateway's pasition

Pristioring tps

Connect to your network

Repasition device.
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O<IA



Setup / onboarding

FastMile Gateways - 5G Gateway 2.0 (without FMC)

WiFi

= P

o -

Finding the best positon for
your gateway

Place the gateway in the open

e -

<

Keep the device away from the
corners of rooms.

o)

Avoid microwaves and radios

Place the gateway elose to a
window

Pawer on your gateway

10
o—

w
Daciine No O code? Enter manualy
ar - st - ot e sar - wirme oream . ancam
< @ < < < @ < @

Connect to your 5G Gateway

&

Y dorv see the natwark

Gateway found

Testing

Your connection is great!

Advanced results

Repasition device

Advanced test results

46 Signal
100 dam

51 anm

56 Signal
s4cam

1248

Your network has 1Wi-Fi paint

Router

Ade Wi polat o

VIL-Fi points not listed?

14 ©2023 Nokia | Nokia Internal
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Setup / onboarding
FastMile Gateways - 5G Gateway 1.0 & 4G Gateway

WiFi

< @

M QR code? Enter manually

-

1ot see the network

-
@

First, some advice

Connect wih Etnernat

Place the device in the open

-

<

s -

Keep the device away from the
carners of rooms

o)

™ v wan v aan - s aem ™ avm ™ avm
< < < < @ < @
Power on your device Aduanced test results Your network has 1 device Customize your netwark
<6 Signal
P52
0 | | iomnm °
TvaUyaRsE
® ° -
o
Connecting .
—
0 dvancod maute & 56 Signal
2ran
Aepasiian device Add Bencane

15
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Avoid microwaves and radios

-

Place your device
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Setup / onboarding
Other gateways & ONTs

Easy guided setup for the end user to self-install




Setup / onboarding

Onboarding for other supported gateway devices - scenario with NWCC

If the Nokia mesh network is autodetected

17 © 2023 Nokia
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Beacons can be added
to the network here.

Mobile app features with or without NWCC

. P - D e wn - . -
< < @ < v <
Scan the QR code Connect to your network Your Gateway is ready
Preparing your °
device
Decline No QR code? Enter manually I don't see the network Doit lates
G | | TS || T
an v ™ v e v wan .- n - -
< @ @ @ < < 2o
Note
Create account Verify account Account created! Your network has 1 devi Home
daeg amai com
are detailed here.
o s 0 | | ®
T © Q =~ o
! N
Signin )
5 4 1
=y ~ :
—

JUEUULOUEG Network health check

ASDFGHIJKL

! L]
« ZXCVEBNME =
#dd Bascons

123 space ham R P
=] ¢

NO<IA



Setup / onboarding

Onboarding for other supported gateway devices - scenario without NWCC

If the Nokia mesh network is autodetected

T i - - e - 4 - -
@ < @< [©]

Sean the QR code: Connect to your network

ave aan - - P - -

Beacons can be added
to the network here.

Note
Mobile app features with or without NWCC
are detailed here.
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Setup / onboarding

Onboarding for XGS ONT (and other ONTS/RGWs) with NWCC

a4 -

< @

Which device are you setting
up?

s e
< @

Please select your root device

s -

Find the username and
password on the sticker

=0 -

Enter the username and
password from the sticker

=0 -

Praparing your
Wi-Fi point

1d0rTt 56 the network

Your Gateway is ready

Doitlater

p—

Create account

it o ®

QWERTYUI QP
ASDFGHJK.L
4 ZXCVeENM@E
uz space retum

©

) 13

Create a password

QWERTYUI| QP
A'SDFGHUJKL
# ZIXCVBNME

2 space return

@ 2

19
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Verify account

T O

!

Resend verification email

Account created!

B ooases s
Eascon & fihernet > W czancen >
" Gaiewy
A R ) =, ,
- rier ooy ) W G2aen s
e >
QWERTYUI OFP
W sassen s ASDFGHUJIKL
# ZXCVBNM-@E
W xsascs 5
Bactine No.GR code? Enter manualy = ween rewm
I | | TS G | | - o | | IS
an - wt - ™ - P - a1 - - e ar - st -
< ® ol |« < o |« o] o |< @

Your netwark has 1 Wi-Fi point

XS-WAFIg-ONT

Add Wi-Fi point

Wi-Fi paints not listed?

NO<IA



Setup / onboarding

Ethernet backhaul guidance for supported Gateways

ol T -

<

Connect to existing Gateway

Instructions for connecting
additional beacons with
Ethernet.
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21 © 2023 Nokia Nokia Internal




Extender onboarding - add a Beacon to extend the network
A mobile phone can be used to test a potential position quickly and easily

;@(; f: 5 < ’ T (-" T <M - ¢ B <” B @
Network th&zdzv.itzini.ilzq?m Arrived at your new location? :hnlt‘:’&nll‘nnfsy‘m )
aaaaaaa o
s P v 2
[ Patia \'e o = \ a =
- w |
s 5 F e e
Clear, quick to read instructions to help Immediate feedback is provided fWher;jiEoofhlocbatlon N
the user pick the right position. from testing with a mobile phone. ound then the beacon

can be placed and added
to the network.
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Extender onboarding - add a Beacon to extend the network
After a good location is found, scan the QR code and power it on
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Nokia WiFi mobile app - Features

Easily share Wi-Fi credentials

oan il T -
2o

Home network - 2.4 / 5 GHz

Home WiFi

.
Devices E‘D Wi-Fi points =

Connecte ol Online Offline
Internet speed

° You can stream 4K video & play
games on multiple devices.

620 47
®.

o @ = @
Home Devices Network Profiles Settings

Edit Share
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Nokia WiFi mobile app - Features
Network topology map and Wi-Fi point details

9:41 il = - 9:41 ol T -
oo 20
Network Network
Map Wi-Fi points Map Wi-Fi points
Add Wi-Fi Point (+]
@
Internet
Bedroom N
—_ Not connected
.
]
Living Room
Living Room N REODe.
_ I Strong signal
L °
Kitchen N
s Strong signal lﬂgdroom Knchfnh
Fa N = oS i =
LJ a] = ® & LJ K] g ® &
Home Devices  Network  Profiles  Settings ome Devic Network  Profil Settings

Kitchen

Connected
Strong signal

Connected to
Living Room
Connection

Wireless 2.4 GHz

LED Light
Control the LED light on the device

all F -

«©

Connected Devices

Device 1 II“I
Device 2 ““l
Device 3 I""

Beacon 3 Details

Serial number

ALCLB3026429

MAC address

DO0:D3:B5:9E:04:BD

1P address

192.178.17.15

IPVG address 1
2001:0db8:85a3:0000:0000:8a2e:03
70:7334

IPV6 address 2

2005:0
90:8664

0000:8b2f:04

Software version

Software version

3FE47609ABJG21

Hardware version

3FE47609ABJG21

Running time

12d 8h 37m 55s

Physical data rate

875 Mbps

Network map and signal strength

26  ©2023Nokia | Nokia Internal

Wi-Fi point details
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Nokia WiFi mobile app - Features
Wi-Fi point details - FastMile Gateways & other supported gateways

9:41 wil T - 9:41 wll T -
< Connected Devices FastMile 5G Gateway 3.1 Details ¢
erial number
. Device 1 i ALCLB3026429
Device 2 "I" WA s
DO0:D3:B5:9E:04:BD
Device 3 I"" Pvd address
— 192.178.17.156
Device 4 "I"
Dining Room 2001:0db8:85a3:0000:0000:8a2e:03
e Device § []]1] 70:7334 Gateway
Pu6 address 2
@  Connected View 2l > 2005:0ac6:85a3:0000:0000:8b21:04 @ Connected
Strong signal 90:8664 Strong signal
— SGSignaI oftware versior i
Cor C 3FE47609ABJG21 Connected to
5G Kitchen
RSRP -27 dBm fardware version
onnection m 3FEA7609ABIG21 Connectior
Wireless 2.4 GHz Wireless 2.4 GHz l""
RSRQ -27dB
12d 8h 37m 55s
LED Light @) SNR 17 dB LED Light o
Control the LED light on the device Physical data rate Control the LED light on the device
875 Mbps

FastMile 5G Gateway 3.1 Details

Sl . Wi-Fi point details page
Wi-Fi po int details page for other supported gateways

for FastMile Gateways o
27 ©2023Nokia | Nokia Internal (generic image) I\O(IA



Nokia WiFi mobile app - Features

Client devices

9:41 ol F - 9:41 wil -
£ o LG
Devices Devices
Connected Not connected Connected Not connected

Adam'’s iPad MacBook P
[ [ i > S i >

. e Laptop

Front door camera HP 600

o' Camera I"" > H‘ Printer ""I b
Nokia smart fridge i

,.l' o en nmn > .. ::[Iil:smanwamh m >

QLED 65"
- i > i >

. W sensor

u Sonos Beam I"" >

o Speaker
o o = 6 @ 6 b T O @&
Home Devices Network Profiles Sattings

Home Devices  Network  Profiles  Settings

Device list and connection strength
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9:42

Adam’s iPad

Tablet

Assigned to
Adam

Connected to
SSID name - Kitchen

Connection
Wireless 2.4 GHz

Wi-Fi standard
802.11b

Connection notifications
Disabled

Assigned to

will T - Adam >
Connected to
Kitchen
Connection
Wireless 2.4 GHz I””

Device Information

MAC address

DO0:D3:B5:9E:04:BD

Pv4 address

192.178.41.8

> PV6 address 1
2001:0db8:85a3:0000:0000:8a2e:03
70:7334
PVE address 2
2005:0ac6:85a3:0000:0000:8b21:04
“"I 90:8664

144 Mbps

Rx rate

54 Mbps

Device details

NO<IA



Nokia WiFi mobile app - Features

Change client device type

a4 wil T -
oo
Devices
Connected Not connected

Joerad m >
front doorcamers || »
e m >
Nokasmartfidae ) >
S m >
S >

B = @& &

Devices  Metwork  Profies  Satiings

#s50
Adam

Canrected to

$SID name - Kitchen

Wireless 2.4 GHz

Disabled

Device Information

Adam's iPad

ol T -

< Edit

Adam's iPad

. Tablet

ol T -

< Edit

Nama

Adam's MacBook Pro

. Tablet

QWERTY U

- space

@

ol T -

I 0P

ASDFGHIJKIL
* ZXCVBNM®

&

29
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o -l T - o T - 0:a1 il T -
< Category < Category < Edit v
name
—— Air conditioner —— Air conditioner Adam's MacBook Pro
Category
il Appliance il Appliance
. Laptop >
0 cmen 0 cmen
B venicee B venicee
' Doorbell ' Doorbell
PQ  came console PQ  came console
v Health v Health
[ JNECE [ JNECE ®
y  Loht y  Loht
L] L]

NOKIA




Nokia WiFi mobile app - Features
Remove Wi-Fi point (available with NWCC)

il T -

8:41
< =

O

Bedroom

. Not connected
No signal

Offline

LED light
You can turn

30 © 2023 Nokia

£7 Edit name

Reposition

Are you sure you want to
remove this Wi-Fi point?
v

Nokia Internal
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Nokia WiFi mobile app - Features

Guest network - password or open (with approval) (most configurations)

9:41 all T -

Guest network

Guest network

Allow guests to access the Internet without
access to your network.

Enable network

9:41 all T -

Guest Network

Guest Network

Allow guests to acces the Internet without
access to your network.

Enable Network ()

Access type Open >
Guests do not need a password. You will
need to give permission for guest

devices to access the internet.

Network Details

Name Nokia 1234 - Guest >
Expires Never >
[ Share network j

Guest Devices

Control which devices have access to
your guest network.

Select access type

Control which devices have access to
your guest network.

Password

Guests must enter a password to @
connect to the network

Open

Guests do not need a password. You
will need to give permission to access
the internet.

Cancel

<

9:41

Never

1 hour

4 hours

8 hours

1 day

1 week

1 month

1year

Custom

Expires

all 7 -

v

®

31
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Nokia WiFi mobile app - Features

Help menu - customizable

9:41 Wil T -

< The help menu can be customized to include any
of the following options for CSP provided support:

3 * Nokia WiFi Help Center

* Email support

We're here to help! ¢ lee Chat

* Operator online support

@ Nokia WiFi Help Center > ° Support phone number

[ Email support >

B) coremorn , *This information needs to be added to a build.
(Contact PLM to implement.)

@ Oper‘amron!ine‘lsupport >

et e >

T Sharelogs >
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Nokia WiFi mobile app - Features

Advanced settings

9:41 all T -

20
Settings

Wi-Fi networks

2 Home Wi-Fi >
Z Guest network off >
Add Wi-Fi network e

Network

Connection notifications Disabled >

Advanced >
General

Account >
Privacy >

Firmware Updates

Scheduled time

Your Nokia WiFi devices wil

firmware updates at this time

General

Account

Location ui

Privacy

Advanced

More Information

Legal

Log out

3:30 AM >

I perform

>
nited States >
>

>

2:41 all = -

< Advanced

Networking mode >

Configure how your network assigns IP
Addresses to connected devices.

DNS >

Domain Name Server configuration for
internet connection.

Port forwarding >

Applications like games can reserve ports

to make direct conr ons to other

devices on the internet

IP address reservations >

Assign a static IP address to a specific

33 © 2023 Nokia Nokia Internal

Advanced settings:

Networking mode

- DHCP, Static, PPoE or Bridge
Mode

- DNS configuration

- Port forwarding

- IP address reservations

- UPnP

Note: on FWA 5G Gateways only port forwarding,
and IP reservations will be available

NO<IA



Nokia WiFi mobile app - Features

Family Profiles (parental control)

wilhokia = 3100 3 100% -

2o g9:41 = - g il T - a1 il = -
% 4 v < 0
Family Profiles Select the devices used by Fal'l']ilyI Profiles
Jessica
J

@ profile
ided to the Add Family Profile e

Jessica

Jessica's iPad Q H‘:T.,E.r .
Echo Dot Y‘"‘T' Access [ @]
Enabled for this profile
A Adam Flores
. 2 devices
Gaming PC Assigned Devices N
Schedules 3 J Jf_“i':_‘_
None 2 devices
Bedtime > Today's Bedtime 9:00 PM
None
Website Filtering 5
Nane aa Matt Cost:
= 5 S
o ® @ o [ ® @

With family profiles you can create
groups of devices to restrict internet
access at specified times, set a bedtime,
and block specific URLs for all devices in
the group.
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Nokia WiFi mobile app - Features

Family Profiles (parental control) - ONT support

Parental controls in the mobile app are turned off by default for ONTs. They can be turned on in the web GUI.

GPON Home Gateway Logout GPON Home Gateway Logout

English | Espaiial English | Espariol

Security>Parental Control Security>Parental Control

[* Status *status
* Network Block access of LAN devices at given times, according to their MAC, IPv4 or URL ®Network Group List +
= i addresses )
[ Security @ Security GroupName  Device  Accessintemet  URL  Scheduls  BedTime  Block Statistics  Dalats
Firewall Firewall

o Activate extended parental control ! fome 1 nable 0 o ) [ Dt
MAG Filter MAC Filter

family Enable 1 1 0 Dolate

IP Filter P Fiiter

URL Filter Access Control [ URL Filter

Parental Control Parental Control Refresh Activate base parental control Help

DMZ and ALG Policy Name Device IP URL Days Of Week From To Delete Edit Enable DMZ and ALG

Access Control Wianday, Tuesday, ety Access Gontrol
~ — lids 26.76:3a14:1e:3a Wednesday Thursday, 2000 o (2] *
[+ Application o o0 Application

*Maintenance
*RG Troubleshooting

*Maintenance
* RG Troubleshooting

- fa

Extended parental controls can be activated - this turns on the parental control feature (Family Profiles) in the mobile app in
addition to the web GUI (and the settings will sync with each other).

NO<IA
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Nokia WiFi mobile app - Features
Family Profiles - Bedtime

You can set up a bedtime that will allow you to automatically block internet access to the during the specified bedtime.

a1 wll - 941 il F - %41 ol F - 941 il F -
< 4 4 Bedtime Add < Bedtime Add
Set a Bedtime
. 9:00 PM «© 9:00 PM ©
J
- Tue Thu Sat Sur -
Jessica 9:35 PM «©
i-| Wake Up 6:00 AM
iy «©
Days of the week
Assicred Devices N o - o ™ ° sa)(su
Schedules 5
Hone | Edit Bedtime

[Eedlime 5 ]
None

Website blocking
MNone

9:00 PM

All devices will not have Different bedtimes
internet access during the can be set for different
specified bedtime. days of the week.
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Nokia WiFi mobile app - Features

Family Profiles — Schedules
You can create schedules that allow you to automatically block access to the internet at specific times.

841 il T - 41 il T - 841 il T - 2:41 il T - 9:41 il T -
941 il T -
< < < Create Schedule < Create Schedule Save < Schedules Add < Schedules Add
Welcome to N
ame
’ o . Chores { @] Chores [ @)
Sehedules sl ates eg. Dinner, Chores, Homework Chares v
J uld be
s £ 9:41AM > st e 0:41AM > ~ SAM v
End Time 10:41 AM > End Time 10:41 AM >
Jessica Homework O
Days of the week Days of the week .
Wi-Fl Access O m)(Tu){w(TH)( F )(sa)(su) M ‘0_‘-‘-‘ 0 F e su)
Enabled for this profile WMATUAWTHILF A 8A \ X J ’
Assigned Devices N
1 device
Schedules >
Mone
Bedtime >
Nane
Website blocking »
Nane
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Nokia WiFi mobile app - Features

Family Profiles - Website blocking

You can use website blocking lists that allow you to block access to specified webpages.

%4
<
J
Jessica
Wi-Fi Access
Enabled for this profile
Assigned Devices
Schedules
None
Bedtime
None

ll T -

Website blocking
Nene

ol T -

Blocked websites

st of websties
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Nokia WiFi mobile app - Features
Internet speed test
Internet speed test powered by TR-143 or Ookla. (available with NWCC)

39 © 2023 Nokia
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(scrolled down)

o T - o:a1 il - om il = - 94 - o:a1 l = -
20 < mulipls devices 4 Past Results

250 25 Date ad  Upload Ping Jitter
Home Download Mbps Upload Mbips el w Mbps " o
/ Jan 22 2020 34 3 10 10

/ \/ ams e

My Home WiFi 1

ams Jan222020 34 3 10 10

e

nitiating speed test e

K] Test your Internet

Jan 22 2020 4 3 10 10

5 4 1 Tap the button below to test the Last 10 Measurements -

iy speed of your Internet.
e Download Mbps Upload Mbps

3ms Jn222020 34 ERET T

o
Jan222020 34 ERE T T

.

100 20
Downioad Mis Uplaad Hboe View past results Jan 22 2020 34 a w0 10

Last 10 Measurements i
Jan222020 34 3 w0 10

New speed test aniem

start test test in progress results results past results



Nokia WiFi mobile app - Features
2 factor authentication (2FA) option (available with NWCC)

9:41 all T -

<

Do you want to enable two
factor authentication?

This adds an extra layer of security to
your account to prevent someone else
from logging in,

D o
‘\l

)
-

Il doit later

40 © 2023 Nokia Nokia Internal

2FAis an optional feature that CSPs can provide for
their end users

NWCC and keycloak are required

When 2FA in enabled by the CSP the end user will
have the option to opt into using 2FA during
onboading or later in settings

NO<IA



Nokia WiFi mobile app - Features
2 factor authentication (2FA) option (available with NWCC)

8:41 all -
Account created!

Your account has been created, you'll

re confirmation email from us

shortly.

)
N |

-
-

9:41 ol T - aal

Do you want to enable two
factor authentication?

This adds an extra layer of security to
your account to prevent someone else
from logging in.

D 9
@ 7

-
-

I'll do it later

T -
< @
Please check your email

Follow the steps in the email we sent to:
jane.doe@email.com

éf

Resend the email

941 T -
Enter the one-time code

You can find this in the app you used for
generating the code during setug

One-time code

123456 x

Reset OTP

QWERTYUI OFP
A SDFGHUJKL
4 ZXCVBNMSE

123 space

9

return

41 il T -
< @

You're done!

You can change the name and password

of your network now or later in the apy

NOKIA-1234 o
TvQUyaR58

o:41 il -
< @

Enter the one-time code

You can find this in the app you used for

generating the code during setug

One-time code

123456 x

Reset OTP

QWERTYU I OFP
ASDFGHUJKL
+ ZXCVBNMSE

123 Space return.

¢
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An email with instructions
will tell users to install an
authenticator app to use
for 2FA with the Nokia
WiFi app

A one-time code will be

generated from the

authenticator app to

login with 2FA

The authenticator app

will then be needed each

time to sign into the
Nokia WiFi app

o4 il T -
Account
e
Jill Doe ’
jill.doe@email.com 4

Other

Two-factor authentications

2 FA can be disabled or
enabled at any time in
settings.

NO<IA



Nokia WiFi mobile app - Features
Network Health Check (available with NWCC)

Home

Home network -

Home WiFi

Share {0,

Devices [Kn} Wi-Fi

Connected Onli
Network health check
Check your network for tips to
improve it.

Check
~ -
) n|
Home Devices

points

5 4

ine

®

Profiles

all 7 (-

o

=

1

Offline

]

Settings

all T -

Tips @

m

~

Checking your network

9:41 il T -

Tips

@ Extend network coverage

Some of your devices are not
getting a good Wi-Fi cannectian,
extending your network coverage
could help

Try changing the positions of your
Wi-Fi points

@ Improve Wi-Fi point stability

The connection of your Wi-Fi point
“Living Room" is unstable.

Try placing it closer to the root Wi-
Fi point. You can use the app to
test a potential new location.

© Improve the connection of
“Sarah's Camera"

The device "Sarah’s Chromecast"”
has an unstable connection.

x

@ Improve the connection of X
“Sarah's Camera”

The device “Sarah's Chromecast”
has an unstable connection

1. Try changing the positions of
your Wi-Fi points.

2. Try moving the device closer ta
a Wi-Fi point.

© Improve your network topology %

It looks like your Wi-Fi points
might be connected to each other
a way that does not work well

h Nokia WiFi

Find more information on
supperted topoligies in the Help
Center

Show hidden tips

The user can opt into getting tips on how to improve their network to help them self troubleshoot.

42 ©2023Nokia | NokiaInternal
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Nokia WiFi mobile app - Features
Network Health Check (available with NWCC) - tip details (1 of 2

i -
© Improve Wi-Fipoint stability X < @
91 l T - @41 ol T - Move to where you would like to
Extend network x lace Living Room
@ Extond network coverage < Tip details @ o P g
Some of your devices are not Using your phane, will test and make
getting a good cannaction, Extend twork K sure the location is goad
'@ your network coverage nd your network coverage »
9 Networl D>
the positiens of your Change Wi-Fi point positions
Map Wi-Fi points
To expand your NETWork coverage you
© ve your Wi-Fi points further away
B> | cacn other, bt be sure place w7 -
ther they can still maintain a Add Wi-Fi point [+] 1274 l
n the Network screen, Tap on the > \ NOKIA a =
Wi-Fi point you would like to move, then
from the top right menu, select Bedroom 3 [
repasiton’ to test signal strength befare =g Notconnected Nokia WiFi Help Canter - Fix a problem . General
selecting a new position . l
Topology configurations to avoid
when using an Ethernet switch
Patio N
— . Poorsignal Susan
Hiy 20,2019 1128
Patio 2 y Skip Nokia WIFi Beacons supports using an Ethemet
—. Poorsignal Switches inits topology for both WAN and LAN
“ netuworks. Housver, the configurations below are not
supported
Living Room N When choosing a L2 Ethernet switch please do ot
o [I‘] = wse any of following configurations.
iame Devees  Network Settngs
AVOID: Connecting both the root and AP Beacons

ta the same L2 Ethernet Switch
© Improve your network topology X 12 Ethernet switches connecting both root Beacon's
WAN port (for the upiink connectionl and AP Beacon's
WAM/LAN port (for Ethernet-backhaul should be
avoided,

Tips have actionable steps
on how to fix network issues.

ah ewifi-helpcenter.nokia.com ¢

< (1) m ©
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Nokia WiFi mobile app - Features
Network Health Check (available with NWCC) - tip details (2 of 2)

A

© Improve the connection of
“Sarah's Camera”

The device “Sarah's Chromecast
h

pasitiens of

© 2023 Nokia Nokia Internal

241 il T -
Tip details @

Improve the connetion of

“Sarah's Chromcast”

Change Wi
Try moving a Wi-Fi paint closer to
"Sarah's Chromeast”, but be sure to
place it with all points maintain
strong signal

i point positions

ga

On the Network screen, Tap on the Wi-F
point you would like to move, then from
the top right menu, select ‘repositon’ to

test signal strength before selecting a
new position.

Move “Sharah's Chromcast”

Moving the device claser to a Wi-Fi paint
to improve the connectin.

‘Check connection strength

The connection strength of “Sharah's
Chromeast” can be checked on the
Devices screen.

9:a1 l T -

oo

Network

Map Wi-Fi points
Add Wi-Fi point [+]
Bedroom
>
— Nat connected
.
Patio
— _ Poor signal 4
Patio 2 N

—, Poorsignal

Living Room N
o o T @ @

241 ol T -
Lo

Devices

Connected Mot cor

I_“g. Adam's iPad mi »

f‘q Adam’s Galaxy 521 m >

(B, Adam's e i >

[l quinw's pixel 5 m >

f‘g' 2ak's Surface Go 2 m »

f'g. Zak's PC & >

NO<IA



Nokia WiFi mobile app - Features
Multiple SSID support

Settings

Wi-Fi networks

Z Home Wi-Fi >
= Guest network off >
Add Wi-Fi network [+
Network

Connection notifications  Disabled >
Advanced settings >

o b F @ @&

Hor

me  Devices  Metwork  Profies  Satiings

a:41 T -

Add new network

Please select a preferred network type
from the options below,

Multi-band

Recommended - intelligently routes
your devices on 2.4 GHz and 5 GHz (@)
bands based on usage, speed,

coverage and distance.

- @@/

2.4GHz

5GHz

special charactars are allowed,

QWERTYUI OFP

ASDFGHLUJEKL
+ ZxCcvVvBNM@

© ¢

45
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ASDFGHUJKL
* ZXCVENM@

© ¢

Creating new
network

This could take a
couple of minutes.

2:00

Remaining

on il T - a4 wil F - a4 ol LTE - a4 wil F -
4 Name your new network < Create a password @

Mans Password Success

Network name| x sessssssesns] @ Your new network [Network name] has

Masium 32 characters, Numbers, laters and Wirimn 8 charactars, been successfully created

NOKIA



Nokia WiFi mobile app - Features

Connection notifications — per network

91 il T -

2@
Settings

Wi-Fi networks

Connection notifications

Enable notifications

Notl

ternet connection for each
ew device.

off >
Add Wi-Fi network [+
Network
cations  Disabled
dvanced settings >
o m T @ &
s Network  Prones

A 4

Approval for intemet access

il T -

The user can choose to be notified when
any new device connects to their network.

Internet access can be blocked until approved.

46 © 2023 Nokia
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A new device connecting will trigger a push
notification and if they have selected

“approve for internet access”, they can

choose to approve or deny in the Nokia WiFi app.

Approval can be given later if the user selects “Deny”.

# sm-A217F - a x # sma17F 12 o X
3 s
738 =0
< Notifications |
Mon, 17 Oct o
0 F———
; !

Deny

* Allow internet sccess?
has cornects network Approve

© Allow Internet access?

[T —— ! would

Deny

* Note: For ONTs that have parental controls turned off (by default)
approve/deny will not work unless enabled (it uses parental controls

in the back end to work.
NO<IA



Nokia WiFi mobile app - Features

Connection notifications - per device

a:41 il T - 9:42 all T - oa T - a:41 il T -
20 < 4 < Notification schedule v
Devices Start time 9:00 PM >
& fet . End time 6:00 AM >
B oo I > ——p Days of the wesk
00000: -
@ Fomdoorcamera Adam’s iPad
o : ke ]y
g e i > S0 mame - Kichan
Sioen 2.0 082 [l
bl =
o Bz @ @
) ] ) o Device information
The user can choose to be notified The user can select when they would like

each time a particular device connects  to receive notifications (e.g. after school
to the network. or at night).

The default is set to “Always”.
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Nokia WiFi mobile app - Features

Removal of client devices from devices list

1 MacBook Pro

. Laptop

P HP 600

-
o Printer

Smart watch
Wearable

SN1352
W sensor

o m T @

Home  Davices  Network  Profiles

L wll T -
a0
Devices

Connected Mot connected

-
u
>
>
>
Are you sure?
Delete the device [device name].
Cancel
@

Settings. Delete

Devices

Connected

Ak I:PFOD
=, Printer

Smart watch

Y \Wearsble

SN1352

W sensor

~ g
(M) K
Home  Davices

Network

all = -

20

Not connected

®@ &

Profiles  Settings
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Nokia WiFi mobile app - Container applications
F-secure content filtering

Content filtering can be added to parental controls with a F-secure container app in Beacon 6s.

9:41
<
J
Jessica
Wi-Fi Access
Enabled for this f
Assigned Devicas
Schedules
Nons
Bedtime
None

il T -

[ Website Filtering
Nene

50 © 2023 Nokia

2:00 il -
<

Welcome to Content Filtering

Select categories of content that you would
like to block on the web for this profile.

T
%41 = -
& Disturbing
Content filtering v
@ llegal
& Drugs
J Jessica
by Ilegal downloads
) Gambling
«© & Shopping and auctions
P Hate
& Social networks
B @& Adultcontent ~
@ legal

&y llegal downloads

(] Streaming media

@ Unknown
& Alcohol and tobaceo ~
&7 Shopping and auctions
M Violence
&  Anonymizers ~
& Social networks
@ Weapons
€ Dating ~
[) Streaming media
A

Nokia Internal

NO<IA
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Nokia WiFi mobile app - Container applications
F-secure - network security

Network security can be added to the app with a F-secure container app in Beacon 6s.

9:41 il T - 9:00 il T - 9:42 il T - a1 -l - 9:42 il = -
g @ < < g @ < Network security @}

Powered by F-Secure Network securit History Clear all

Home o 4 Home
Add extra protection to your whole network Select the type of protection you would like . -

Share &) I with F-Secure’s internet security technology. on your network Today

. @D Browsing protection [ @) i Jessica @ Website blocked 7:20PM >
Bedtime darkweb.com

Blocks websites that contain viruses, spyware,
Devices [} WiFi points = malware or ather threats.

Yesterday
5 L|. 1 View more >
Connected Online  Offine ' Smart home protection @ WE:"S“E It""c'md 11:25PM >
unsafe.com
/ Analyzes the network in real-time to detect
abnormal traffic. Network security > Website blocked
() \Website blocke 10:01AM >
greyarea.com
Q s ’ ™ u @ Threat protection [:]
Mar 8, 2023
9 Bot attack detection [}
Network security & Bot attack detected 295 AM >
playgames com
Add protection against harmful websites >
and malicious traffic to your network.
— T Feb 16, 2023

Rt attarl datactad

G ED . = ® @ N r o 7 @ & Unblocked list >

Home Devices  Metwork

Before security is enabled After security is enabled
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